Vulnerability Scanning Subscription
Services

Cyber 51 LTD.

DOCUMENT CLASSIFICATION:

PUBLIC

Copyrighted Material

No part of this publication, in whole or in part, may be reproduced, copied, transferred or any other right
reserved to its copyright owner, including photocopying and all other copying, any transfer or fransmission
using any network or other means of communication, any broadcast for distance learning, in any form or
by any means such as any information storage, transmission, or retrieval system, without prior written
permission from the author.

Copyright © 2010 - 2012 Cyber 51 Ltd. All Rights Reserved.
Web: hitp://www.cyber51 .co.uk / Email: info@cyber51.co.uk




Vulnerability Scanning Subscription Services

CYBER 51

Table of Contents

VULNERABILITY SCANNING SUBSCRIPTION SERVICES..........ccociiiiiiiie i s s 3
Y 2 3
HOW T WORKS? 1.ttt 44144 H ek e 4 E et e e h et e e b e et e e et e et e e enbe e 3
NETWORK VULNERABILITY SCANNING SUBSCRIPTION .....ttttttiteeititassiisassttsassbteassbte sttt ettt ettt et e et e et e st e et eaenine e 3
WEB APPLICATION VULNERABILITY SCANNING SUBSCRIPTION. 1111ttvvtesittesittssitessbse st e ibs e tsa e iva s bvaassae s inassnin e 4
DIFFERENTIAL REPORTS .11ttt ekttt e e ekttt e e skt e ekttt e e a1ttt 448kt e a4ttt a4ttt e 48t e e e e e e e e et e e ettt e e bbbt e e et e e et 4

Copyright © 2010 - 2012 Cyber 51 Ltd. All Rights Reserved.

Web: hitp://www.cyber51.co.uk / Email: info@cyber51.co.uk




Vulnerability Scanning Subscription Services

Vulnerability Scanning Subscription Services
Why?

Today’s business network infrastructure is rapidly changing with new servers, services, ports
and connections on a continual and sometimes daily frequency. With the growing number of
vulnerabilities and exploits associated with the continual evolution of IT infrastructure,
organizations now require more frequent vulnerability assessments.

These assessments must naturally be performed with the latest of vulnerability knowledge and
expertise. Thus security expenses have been rising whereas overall budgets have not.

How it works?

N\

In_ subseguen’r scannings (weeks: 2,_ 3 and 4), you will receive

/

Network Vulnerability Scanning Subscription
Audit your network perimeter for security vulnerabilities with this easy to use service. This

service performs security checks on your network components including firewalls, routers,
servers and any other IP connected device on your network that face the internet directly.
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Leverage our network vulnerability scanning service to complement your IT security strategy

by:

Addressing network security threats regularly

Receiving accurate vulnerability assessment data

Freeing up resources from discovery, analysis and research to focus on resolving or
mitigating threats before they can be exploited

Obtain meaningful results, including corrective actions

React quickly to security threats with a reduced lead time

Reduce ongoing costs required to maintain the same level of network security

Web Application Vulnerability Scanning Subscription.

Extend your security confidence beyond just your network and perform regular audits on your
web server, pages and web applications.

Our Web Application Vulnerability Scanning Service quickly and easily provides you with a
report detailing common security vulnerabilities such as:

SQL/Code Injection (PHP/ASP/etc..) & Command Execution
Arbitrary file access (download/upload) & Directory Traversal
Remote file listing, inclusion & Cross Site Scripting (XSS)

Source disclosure, Debug Code & Denial of Service attacks
Known Application vulnerabilities (from vendors & other sources)

Differential reports

Every subscription service comes with weekly differential reports, providing you with a simple,
fast and accurate analysis of your network between any two points in time.

The reports include:

An executive summary, giving you a breakdown of your network health at a glance
Detailed list of new vulnerabilities identified since the first scan
Detailed listing of remediated vulnerabilities, resolved in the newer scan
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